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The practical guide to building and running incident response and product security teams
 
Damir Rajnovic
 
Organizations increasingly recognize the urgent importance of effective, cohesive, and efficient security
incident response. The speed and effectiveness with which a company can respond to incidents has a direct
impact on how devastating an incident is on the company’s operations and finances. However, few have an
experienced, mature incident response (IR) team. Many companies have no IR teams at all; others need help
with improving current practices. In this book, leading Cisco incident response expert Damir Rajnovi´c
presents start-to-finish guidance for creating and operating effective IR teams and responding to incidents to
lessen their impact significantly.
Drawing on his extensive experience identifying and resolving Cisco product security vulnerabilities, the
author also covers the entire process of correcting product security vulnerabilities and notifying customers.
Throughout, he shows how to build the links across participants and processes that are crucial to an effective
and timely response.
This book is an indispensable resource for every professional and leader who must maintain the integrity of
network operations and products—from network and security administrators to software engineers, and from
product architects to senior security executives.
 
    -Determine why and how to organize an incident response (IR) team
    -Learn the key strategies for making the case to senior management
    -Locate the IR team in your organizational hierarchy for maximum effectiveness
    -Review best practices for managing attack situations with your IR team
    -Build relationships with other IR teams, organizations, and law enforcement to improve incident response
effectiveness
    -Learn how to form, organize, and operate a product security team to deal with product vulnerabilities and
assess their severity
    -Recognize the differences between product security vulnerabilities and exploits
    -Understand how to coordinate all the entities involved in product security handling
    -Learn the steps for handling a product security vulnerability based on proven Cisco processes and
practices
    -Learn strategies for notifying customers about product vulnerabilities and how to ensure customers are
implementing fixes
 
This security book is part of the Cisco Press Networking Technology Series. Security titles from Cisco Press
help networking professionals secure critical data and resources, prevent and mitigate network attacks, and
build end-to-end, self-defending
networks.
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From reader reviews:

Jeffrey Nathanson:

Now a day people that Living in the era everywhere everything reachable by talk with the internet and the
resources within it can be true or not need people to be aware of each info they get. How a lot more to be
smart in getting any information nowadays? Of course the reply is reading a book. Studying a book can help
folks out of this uncertainty Information specially this Computer Incident Response and Product Security
(Networking Technology: Security) book as this book offers you rich info and knowledge. Of course the info
in this book hundred pct guarantees there is no doubt in it you know.

Cleveland Wheeler:

Nowadays reading books be a little more than want or need but also turn into a life style. This reading
addiction give you lot of advantages. The benefits you got of course the knowledge the particular
information inside the book that improve your knowledge and information. The data you get based on what
kind of e-book you read, if you want send more knowledge just go with education and learning books but if
you want sense happy read one using theme for entertaining like comic or novel. Typically the Computer
Incident Response and Product Security (Networking Technology: Security) is kind of reserve which is
giving the reader erratic experience.

Margaret Conley:

Reading a publication tends to be new life style on this era globalization. With reading you can get a lot of
information which will give you benefit in your life. Having book everyone in this world can certainly share
their idea. Publications can also inspire a lot of people. Plenty of author can inspire all their reader with their
story or perhaps their experience. Not only the story that share in the textbooks. But also they write about the
data about something that you need illustration. How to get the good score toefl, or how to teach your kids,
there are many kinds of book that exist now. The authors nowadays always try to improve their ability in
writing, they also doing some analysis before they write with their book. One of them is this Computer
Incident Response and Product Security (Networking Technology: Security).

Diane Welton:

As a scholar exactly feel bored in order to reading. If their teacher requested them to go to the library or even
make summary for some reserve, they are complained. Just small students that has reading's heart and soul or
real their pastime. They just do what the educator want, like asked to the library. They go to right now there
but nothing reading really. Any students feel that reading is not important, boring in addition to can't see
colorful photographs on there. Yeah, it is to get complicated. Book is very important for yourself. As we
know that on this period of time, many ways to get whatever you want. Likewise word says, ways to reach
Chinese's country. Therefore , this Computer Incident Response and Product Security (Networking
Technology: Security) can make you truly feel more interested to read.
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